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Abstract

Out-of-Distribution detection between dataset pairs has been extensively explored
with generative models. We show that likelihood-based Out-of-Distribution detection
can be extended to diffusion models by leveraging the fact that they, like other likelihood-
based generative models, are dramatically affected by the input sample complexity. Cur-
rently, all Out-of-Distribution detection methods with Diffusion Models are reconstruction-
based. We propose a new likelihood ratio for Out-of-Distribution detection with Deep
Denoising Diffusion Models, which we call the Complexity Corrected Likelihood Ra-
tio. Our likelihood ratio is constructed using Evidence Lower-Bound evaluations from
an individual model at various noising levels. We present results that are comparable to
state-of-the-art Out-of-Distribution detection methods with generative models.

1 Introduction

Out-of-Distribution (OOD) detection is a sub-class of uncertainty estimation that is a critical
topic in the field of machine learning (ML). With the increasing complexity and scale of
modern ML models, it has become increasingly important to understand the limitations and
potential failure modes of these models. OOD detection refers to the ability of a model to
identify inputs that are significantly different from those it was trained on, which is often
achieved by looking at the uncertainty of a sample under a model. By detecting OOD in-
puts, ML models can avoid making incorrect or misleading predictions, which is especially
important in high-stakes applications such as healthcare, finance, and autonomous driving.

Generative models are particularly well suited for OOD detection because they are trained
to model the distribution of the data, as opposed to the supervised learning approach that
learns to map samples to labels. Likelihood estimations can be used to assess how likely a
given sample is, under the learned model. The use of the likelihood for OOD detection has
been applied to Variational AutoEncoders (VAEs) [14], flow-based models like GLOW [15]
and auto-regressive-based models like Pixel CNN++ [31].

Denoising Diffusion Probabilistic models (DDPMs) [10] provide a new addition to the
landscape of generative models. DDPMs are generative models that add noise to an input
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Figure 1: Plots displaying how the noising level of an in-distribution (ID) (FashionMNIST, Blue)
sample and OOD (MNIST, Red) sample affects the pixel-wise loss and reconstruction fidelity. The
samples are reconstructed (Second & Fifth row) in a single step, as opposed to iteratively. This plot
demonstrates complexity bias as the more complex ID sample has a higher loss signal at lower noising
levels than the less complex OOD sample (Bottom row), leading to a lower likelihood for the ID
sample than the OOD sample. This plot also demonstrates that low noising levels, which are most
corrupted by image complexity, are where low-level image features emerge.

sample and remove it using a noise prediction network. The amount of noise added is learned
during training, allowing pure noise inputs to be denoised and samples to be generated based
on the learned distribution. All current methods that use DDPMs for OOD detection do so
with reconstruction-based methods. Similar to VAEs, DDPMs are trained using the Evidence
Lower-Bound (ELBO) objective as an estimate of the marginal log-likelihood of the model.
It follows that DDPMs could also be used for likelihood-based OOD detection. In this
paper we present :

1. Evidence that input sample complexity dramatically affects the ELBO contributions
from low noising levels in DDPMs, as is seen with other generative models.

2. A likelihood-based OOD detection method using DDPMs. We use a likelihood ratio
that is calculated using ELBO evaluations from low noise levels over the total ELBO
from all noise levels. We define it to be the Complexity Corrected Likelihood Ratio
(CCLR).

1.1 Likelihood-based OOD detection

Bishop et al. [2] proposed the use of model likelihood for OOD detection, where the author
suggested it could be viewed as a probability under the model. Here, a sample would be
assigned as OOD given a one-tailed test using the likelihood calculated by the model. In
an ideal setup, a model would assign a high likelihood to in-distribution (ID) samples and
a low likelihood to OOD samples. Recently, a number of contemporaneous publications
challenged this assumption [5, 9, 22]. Specifically relating to generative models, Nalisnick
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